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I. INTRODUCTION

QUANTUM key distribution (QKD) provides a secret key
to distant parties for ciphering/deciphering a message,

whose security is based on quantum mechanics [1]. The first
QKD protocol called BB84 was proposed in 1984 and has been
widely studied and developed. Differential phase-shift (DPS)
QKD is another QKD scheme proposed about two decades after
BB84 [2], [3], which has a unique structure different from BB84,
featuring simplicity and practicality. This paper overviews DPS-
QKD systems.

II. CONFIGURATION AND OPERATION

The configuration of DPS-QKD is shown in Fig. 1. A trans-
mitter (Alice) sends a highly attenuated coherent pulse train
that is randomly phase-modulated by {0, π} for each pulse. The
transmitted signal power is so small that the average photon
number per pulse is less than one, e.g., 0.2. A receiver (Bob)
receives the transmitted signal with a one-pulse delay Mach–
Zehnder interferometer. In the interferometer, adjacent pulses
interfere with each other, as illustrated in Fig. 1, and photons
are detected according to the phase difference between the in-
terfering pulses such that detector 1 (or 2) clicks for a phase
difference of 0 (or π). Here, photon detection occurs rarely
and randomly because of the small number of photons in the
pulse train. After signal transmission, Bob tells Alice the pho-
ton detection time through a classical channel. With this time
information and her phase modulation data, Alice knows which
detector clicked at Bob. Then, Alice and Bob obtain identical bit
strings, provided that detector 1 (or 2) is assigned to bit 0 (or 1),
which can be a secret key.

The features of this protocol are simplicity and high key cre-
ation efficiency. The traditional QKD protocol BB84 includes
a basis selection procedure, and basis-mismatched photons are
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Fig. 1. Configuration of DPS-QKD. att: optical attenuator, τ : time interval of
pulses.

discarded. On the other hand, the DPS protocol needs no such
process and all detected photons contribute to key bits, result-
ing in a higher key creation efficiency. The fact that there is
no need for the basis selection is also beneficial in terms of
receiver complexity and detectors’ dark count errors. Practical
BB84 systems usually employ a combination of a beam splitter
(BS) and two sets of measurement apparatus for the basis selec-
tion, where four photon detectors are used. On the other hand,
the DPS protocol uses one measurement apparatus with two
detectors, i.e., a simpler receiver configuration. In addition, the
smaller number of detectors causes lower dark counts, resulting
in a larger number of secure key bits after error correction and
privacy amplification.

Using sequential pulses, each of which can contribute to a key
bit, is another feature. The time domain is efficiently utilized,
resulting in a high key creation speed in practice. Robustness
against photon-number splitting attacks, even when using weak
coherent light, is another advantage of the DPS protocol, which
is described in more detail in the following section.

III. SECURITY ISSUES

The security of DPS-QKD is based on the fact that weak
coherent pulse sequences with different {0, π}-phases for each
pulse are utilized, which are nonorthogonal with each other
and thus cannot be perfectly distinguished by an eavesdropper
(Eve). Nevertheless, the security of DPS-QKD has not been fully
analyzed in terms of quantum mechanics, owing to its unique
structure different from that of traditional QKD protocols. This
section describes the security issues of the DPS protocol clarified
for the present.

A. Beam Splitting Attack

The typical and simplest eavesdropping against QKD that
uses coherent light is a beam splitting attack. Eve replaces the
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Fig. 2. Bob’s detection during intercept-resend attack.

transmission line by a lossless one, splits and stores Alice’s
signal with a fraction corresponding to the original transmission
loss, and measures the split signal after Bob’s detection time is
disclosed. This strategy does not change Bob’s receiving signal
and cannot be noticed at all.

However, the amount of information leaked to Eve through
this eavesdropping is limited because of the small photon num-
ber in DPS signals. In measuring the split and stored signal, Eve
attempts to identify the phase difference between two neighbor-
ing pulses from which Bob detected a photon and created a key
bit. Here, the corresponding pulses include 2rμ photons on an
average, where μ is the mean photon number sent from Alice
per pulse and r is the beam-splitting ratio that is equal to the
original transmission loss. Thus, the information rate leaked to
Eve through the beam split attack is 2rμ, which is small for a
small mean photon number μ and can be excluded from the key
bits by privacy amplification [4].

B. Intercept Resend Attack

Another typical eavesdropping strategy is the intercept-resend
attack. Eve intercepts and measures every pulse sent from Alice
and resends a fake signal to Bob according to the measurement
result. However, Eve cannot measure every phase difference
because of the small photon number, and cannot resend a full
replica of Alice’s signal. An imperfect fake signal causes a bit er-
ror in the signal received by Bob, from which the eavesdropping
is revealed.

For example, Eve is supposed to measure Alice’s signal using
apparatus identical to Bob’s shown in Fig. 1. She occasionally
detects a photon and knows the phase difference between two
corresponding pulses. In such a situation, she resends a photon
super-positioned over two pulses with the measured phase dif-
ference, while sending vacuum at unmeasured time slots. Then,
two isolated pulses arrive at Bob, who detects a photon possibly
at three time slots as illustrated in Fig. 2: the first slot when the
first pulse via the short path reaches the detectors, the second
slot when the first pulse via the long path and the second pulse
via the long path reach the detectors, and the third slot when
the second pulse via the long path reaches the detectors. When
a photon is detected at the second time slot, the two pulses in-
terfere with each other, providing a correct bit to Bob. Bob does
not notice the eavesdropping in this case. At the first and third
time slots, on the other hand, there is no interference and a pho-
ton randomly clicks either one of the detectors. This detection
event can cause Bob’s bit error, from which the eavesdropping
is revealed. The probability of a photon being detected at the

Fig. 3. Sequential attack with amplitude modulation. Lossless transmission
line is installed by Eve in order to compensate photon loss resulting from eaves-
dropping where a fake signal is resent only when Eve consecutively measures
pulses.

first or third time slot is 1/2, and thus the bit error rate induced
by the eavesdropping is 1/4.

C. Sequential Attack

A sequential attack [5]–[9] is a kind of intercept-resend at-
tacks. In the example of intercept-resend attacks described in
the previous subsection, a bit error is induced when a photon
is detected at the first or third time slot, i.e., the edge slots, at
which no interference occurs. In order to reduce this bit error
rate, Eve waits for consecutive detections and resends a pulse
sequence with measured phases instead of two isolated pulses
as a fake signal. For this fake signal, the probability of a photon
being detected at the edge slots is smaller than that in the simple
intercept-resend attack described in the previous subsection. In
addition, Eve modulates the envelope of the pulse sequence so
that the amplitudes of the edge pulses is smaller than that of the
middle pulses, as illustrated in Fig. 3. The photon probability
at the edge slots is further reduced with this resending strategy.
Subsequently, Bob’s bit error rate resulting from no interfer-
ing detection at the edge slots becomes smaller than that in the
simple intercept-resend eavesdropping.

Several studies have been reported on sequential attacks. They
include an attack using the same apparatus as Bob’s in the inter-
cepting stage [5], one conducting unambiguous state discrim-
ination (USD) measurement for each pulse [6]–[8], and one
conducting USD for phase differences between adjacent pulses
[9]. Regarding the pulse envelope resent by Eve, the first two
reports [5], [6] assume a rectangular shape, the third one [7]
assumes a Gaussian, and the last two [8], [9] optimize the en-
velope to make Bob’s error rate lowest. The last strategy, that
employs the USD for phase differences and the optimized pulse
envelope, is the most threatening for DPS-QKD systems with
large transmission loss, i.e., long-distance systems, among other
specific eavesdropping.

D. Photon Number Splitting Attack

Photon number splitting (PNS) attacks are known to be seri-
ous eavesdropping against BB84 using weak coherent light [10],
[11]. In order to prevent this eavesdropping, a decoy method
[12]–[14] is usually employed in practical BB84 systems, mak-
ing the key creation process complicated. The DPS protocol,
on the other hand, is robust against PNS attacks [15]. In PNS
attacks, Eve probes the photon number included in a transmitted
signal, and picks up and measures an extra photon when more
than two photons are included. Unfortunately for Eve, the phase
information of a DPS signal collapses when the photon number
is probed, and, as a result, bit errors are induced at Bob. Thus,
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PNS attacks are readily revealed in DPS-QKD systems. This is
one of the advantages of the DPS protocol compared with the
original BB84 protocol.

E. General Individual Attack

General individual attack [5] is conceptual eavesdropping that
attacks each key bit (where “individual” does not mean each
pulse but each single-photon in a pulse train). Eve takes each
single-photon super-positioned over Alice’s pulse sequence
(though it is questionable how to do it for a long sequence
including a lot of photons), makes a unitary interaction with her
probe state, and measures the probe state after Bob’s photon
detection time is announced. The analysis in [5] concludes that
the upper bound of the secure key creation rate R determined by
this eavesdropping is given by

R = −pclick [−(1 − 2μ) log2 Pc0(e) + f(e)h(e)] (1)

with

Pc0(e) = 1 − e2 − (1 − 6e)2

2

where pclick is Bob’s photon detection probability, μ is the
mean photon number per pulse, e is the system error rate,
h(e) = −e log2 e − (1 − e) log2(1 − e), and f (e) is a redun-
dancy factor from the Shannon limit. Many DPS-QKD experi-
ments conducted to date have employed the above equation for
evaluating their system performance.

F. Side-Channel Attack

Recent QKD studies focus on side-channel attacks, which
take advantage of imperfections in actual devices used in practi-
cal QKD systems. Such an attack was also proposed against
a DPS-QKD system equipped with superconducting single-
photon detectors (SSPDs) [16]. Utilizing the operation char-
acteristics of a SSPD, Eve arbitrarily manipulates the SSPD
click by injecting bright blinding light. She can then obtain
the complete key bit information by an intercept-resend at-
tack using bright light as a fake signal. A countermeasure
against this bright illumination attack has also been proposed
[17].

However, this eavesdropping can be noticed by monitoring the
light power received by Bob. Based on [18], the injection light
power should be greater than −30 dBm for Eve to perform the
bright light illumination attack, which can be easily monitored
by a handy optical power meter.

G. Sophisticated Attacks

Collective attacks or coherent attacks are the most sophisti-
cated eavesdropping against QKD systems, where Eve prepares
a probe state and makes it interact with Alice’s signal as a
whole, and then measures the probe state after post information
is exchanged between Alice and Bob. General analysis for such
eavesdropping against DPS-QKD is difficult, because Alice’s
pulses last long (e.g., a 4-h continuous operation with a 1-GHz
pulse repetition rate was demonstrated in [19]) and the length

and the temporal position of one sequence can be arbitrarily
selected by Bob in the signal processing stage after detecting
photons.

Several studies on conditional collective attacks have been re-
ported instead. They include eavesdropping that attacks pairs of
adjacent pulses [20], one assuming that Alice’s pulse sequence
includes just one photon [21], one against noiseless systems
[22], and one attacking blocks of a pulse sequence with a fixed
length where the carrier phase is random for each block [23].
The results in the last report [23] indicate that the system per-
formance of DPS-QKD in terms of the transmission distance is
worse than that of BB84 with a decoy method. The first report
[20] analyses another QKD scheme called the coherent-one-way
(COW) protocol [24] as well as DPS-QKD, which suggests that
the system performances of COW and DPS are similar but DPS
is somewhat better than COW. Nevertheless, it is an open ques-
tion whether to assume a given length of one signal sequence
is appropriate for DPS-QKD systems where Bob can arbitrarily
select one sequence (i.e., a series of pulses from which a key
string is created) from Alice’s consecutive signal and thus Eve
does not know which series of pulses should be interacted with
her probe state.

IV. EXPERIMENTS

Since the first proposal of DPS-QKD, a number of experi-
ments have been performed.

The first experiment over a fiber line was reported in 2004
[25]. The main feature of this experiment was the use of a
waveguide interferometer. In phase-encoded QKD systems in
general, the stability of interferometers used to decode phase in-
formation is an issue for system implementation. A waveguide
interferometer was employed for the first time in this experi-
ment, owing to which the stable QKD operation was achieved
without phase stabilization circuits. A laser source with a narrow
spectral linewidth was also a key device used in this experiment.
In conducting a DPS-QKD experiment, the carrier phase in a
pulse train should be stable for Bob to create correct bits. In
order to achieve this, an external-cavity semiconductor laser
with a spectral linewidth of about 200–300 kHz was employed
for a 1-GHz pulse repetition rate. The requirement for the laser
linewidth used in DPS-QKD systems was quantitatively inves-
tigated in [26].

The benchmark experiment was reported in 2007 [27], us-
ing superconducting single-photon detectors. QKD transmis-
sion over a 200-km fiber was achieved on account of the low
dark count rate of the detectors. A long-distance QKD experi-
ment over 260 km was also reported employing the DPS pro-
tocol [28]. These experiments assume the general individual
attack described in Section III-D, which is less powerful than
the sequential attacks mentioned in Section III-C. Thus, unfor-
tunately, the secret keys created in those experiments are not
perfectly secured [8], [9].

One feature of DPS-QKD is a high key creation rate owing to
efficient usage of the time domain and efficient usage of detected
photons, i.e., no detected photon is discarded. High speed QKD
experiments have been also reported using the DPS protocol,
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Fig. 4. Bob’s setup in delay selected DPS-QKD. SW denotes a Mach–Zehnder
interferometer switch and PS denotes a phase switch.

involving a key creation speed of 1.3-Mbps over 10-km [29]
and that of 24-kb/s over 100-km [30].

Practicality is also a feature of DPS-QKD. Field experiments
have been conducted [19], [31], confirming the feasibility in
practical environments.

V. EXTENDED SCHEMES

In order to improve the system performance or practicality,
several schemes extended from the original DPS protocol have
been proposed. Although the quantitative system performances
of these schemes are not clarified at the present when even
the original DPS protocol is not fully analyzed, this section
introduces such schemes to show potential extensibilities of
DPS-QKD.

A. Delay Selected DPS-QKD

In DPS-QKD, Bob creates a key bit from the phase difference
between neighboring pulses. A one-pulse delay interferometer
is used for measuring the phase difference. An extended version
of DPS-QKD is a delay selected scheme, where Bob arbitrarily
chooses an interfering pulse-pair by selecting the delay time in
an interferometer [32].

Fig. 4 shows an example of Bob’s setup for implementing
this scheme, where the number of selectable time delays is
three. The setup consists of a beam splitter, symmetric Mach–
Zehnder (MZ) interferometer switches in series (SW1, SW2,
and SW3), and delay lines connecting these switches. The delay
time of each delay line is equal to the time interval of incoming
pulses. The MZ switch operates either as a 50:50 beam splitter
(BS) or a through-connector (TC). The mode of the operation
is chosen by a phase switch attached in one arm in the MZ
interferometer such that phases of π/2 and π select the former
and latter operations, respectively. With this receiver setup, Bob
selects the time interval of interfering pulses from which a key
bit is created, such that the time interval is τ , 2τ , or 3τ when
{SW1 = “BS,” SW2 = “TC,” SW3 = “TC”}, {SW1 = “TC,”
SW2 = “BS,” SW3 = “TC”}, or {SW1 = “TC”, SW2 = “TC”,
SW3 = “BS”}, respectively, where τ is the time interval of
neighboring pulses in the incoming signal.

This delay-selected DPS protocol improves the security. Bob
randomly selects the delay time, which cannot be predicted
by Eve. Thus, the ambiguity for Eve about which pulse pair
should be attacked is enhanced, and the security is improved as
a result. For example, when Eve tries the simple intercept-resend

Fig. 5. Four-level differential-phase-shift quantum key distribution.

attack described in Section III-B, Bob’s error rate induced by
eavesdropping becomes [32]

Pe =
1
2

(
1 − 1

2M

)
(2)

where M is the number of candidates of the time delay. For a
large M, this error rate is close to 1/2, meaning that Eve obtains
almost no information.

An ultimate extension of the above idea is a system in which
Bob arbitrarily selects two interfering pulses out of L pulses
with L being the number of pulses in one sequence of Alice’s
signal. This system was proposed and analyzed in [33], which
shows that the production length of a secure key will be

G = N

[
1 − h(ebit) − h

(
νth

L − 1

)]
(3)

where N is the sifted key length (i.e., the number of detected
photons), h denotes Shannon entropy h(x) = −x log2 x − (1 −
x) log2(1 − x), νth is the critical photon number satisfying
νth < (L − 1)/2, and L is the number of pulses in one sequence.
The second and third terms in (3) represent the key compres-
sion rates caused by error correction and privacy amplification,
respectively. It is noteworthy that the privacy amplification fac-
tor, i.e., the third term, is independent of perturbation caused
by eavesdropping unlike conventional QKD protocols. This is a
unique feature of this system, though its implementation is hard
in practice.

B. Four-Level DPS-QKD

As suggested in Section III, the security issue is a weakness
of DPS-QKD, compared with BB84. With this background, a
scheme introducing a concept of BB84 into the DPS protocol
was proposed [34].

Fig. 5 shows the configuration of the scheme. Alice sends
a weak coherent pulse train in which each pulse is randomly
phase-modulated by {0, π} and {π/2, 3π/2} instead of just by
{0, π} in the original DPS protocol. Bob receives the signal
with two delay interferometers followed by photon detectors,
where the phase differences in the interferometers are 0 and
π/2, respectively. The interferometers with 0 and π/2 phase
differences distinguish the differential phase of {0, π} and {π/2,
3π/2}, respectively.
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Fig. 6. Macroscopic differential-phase-shift quantum key distribution. “th”
denotes threshold.

The two sets of differential phases of {0, π} and {π/2, 3π/2}
form two nonorthogonal bases and the concept of BB84 of
using two nonorthogonal bases is introduced in this scheme.
As a result, the ambiguousness for Eve to identify key bits is
enhanced and the security improvement can be expected. For
example, this scheme is robust against the sequential attacks
described in Section III-C, because the USD performance is
low for nonorthogonal four states. Note that robustness of DPS-
QKD against PNS attacks is still achieved because of the use of
a coherent pulse sequence, though the other feature of simplicity
is lost.

C. Macroscopic DPS-QKD

Continuous variable QKD using conventional photo-
detectors instead of single-photon detectors has been studied [1].
Its security relies on the quantum noise of coherent light, and
post-selection and reverse reconciliation enable QKD transmis-
sion over a lossy channel. DPS-QKD can be also implemented
using conventional photo-detectors.

Fig. 6 shows the configuration of such a system [35]. Alice
sends coherent light randomly phase-modulated by {δ, –δ}. Its
intensity is so high as to be detected by a conventional photo-
detector, and δ is so small that the two signal states partially
overlap with each other due to the quantum noise, as illustrated
in Fig. 6. Bob receives the signal by a delay interferometer with a
phase difference of π/2, and the outputs of the interferometer are
coupled into a balanced detector. The detected signal has three
output levels corresponding to differential phases of +2δ, 0, and
−2δ in the incoming signal, accompanied with fluctuations due
to the quantum noise, as illustrated in Fig. 6. For this signal
distribution, Bob sets two thresholds; one at the higher-side
tail of the peak corresponding to +2δ, and the other at the
lower-side tail of the peak corresponding to −2δ, as shown in
Fig. 6. He creates bits “1” and “0” when the signal is larger and
smaller than the upper and lower thresholds, respectively. These
detection events occur occasionally and randomly, and cannot
be predicted by Eve. This situation is equivalent to the photon
detection event in the original DPS-QKD system. Subsequently,
Alice and Bob share a secret key via procedures similar to the
original DPS protocol.

The security of this scheme relies on the fact that the two
signal states of {δ, –δ} are nonorthogonal and thus cannot be
perfectly distinguished by Eve. Reverse reconciliation is also
helpful to enhance security, as in conventional continuous vari-

Fig. 7. DPS quantum secret sharing. PM: phase modulator.

able QKD. The setup of this QKD system is the same as that
of optical differential-phase-shift keying (DPSK) systems well-
developed in conventional optical communication. Therefore,
this scheme is readily implemented with off-the-shelf devices,
whereas conventional continuous variable QKD systems need
homodyne detection with phase-locked local light.

D. DPS Quantum Secret Sharing

Quantum secret sharing (QSS) is a type of QKD, which dis-
tributes a full key to one party (Charlie) and partial keys to two
parties (Alice and Bob). While neither Alice nor Bob can deci-
pher Charlie’s ciphered message with his/her partial key alone,
they can decipher the message only when using their keys to-
gether. This QSS operation can be achieved based on the idea
of the DPS protocol.

Fig. 7 shows the configuration of such a system [36]. Alice
sends a DPS signal, i.e., a weak coherent pulse train phase-
modulated by {0, π} for each pulse, to Bob. Bob addition-
ally imposes {0, π}-phase modulation onto the incoming signal
while monitoring the incident power, and sends the signal to
Charlie. Charlie receives it with a delay interferometer followed
by photon detectors, where detector 1 (or 2) clicks when the
differential phase is 0 (or π). He creates bit “0” and “1” from
the clicks of detectors 1 and 2, respectively.

In this signal transmission, Charlie’s measurement result is
an exclusive OR of Alice’s and Bob’s phase modulation. Thus,
Alice and Bob can know Charlie’s bits only when they collab-
orate, i.e., the secret sharing function is achieved. The security
of shared keys relies on the use of a weak coherent pulse train,
as in DPS-QKD.

A unique function required for QSS is to prohibit one party
from knowing the others’ key by oneself. The monitoring de-
tector in Bob’s site is equipped to prevent Alice from probing
Bob’s key by sending strong pulses and measuring them after
Bob.

E. Entanglement-Based Scheme

Entanglement-based QKD increases the transmission dis-
tance, where an entanglement source positioned at the mid-
dle between Alice and Bob sends quantum-entangled signal
to each of them. Alice and Bob measure the received signals
while selecting measurement basis (in case of BBM92 [37]),
and then create key bits from basis-matched detections. The
feature of DPS-QKD viz., no basis selection is applicable to
entanglement-based QKD.



6600207 IEEE JOURNAL OF SELECTED TOPICS IN QUANTUM ELECTRONICS, VOL. 21, NO. 3, MAY/JUNE 2015

Fig. 8. Entanglement based DPS-QKD. WDM coupler: wavelength division
multiplexing coupler, ent.source: time-bin entanglement source.

Fig. 8 shows the configuration of such a system [38]. An en-
tanglement source positioned between Alice and Bob generates
a sequence of time-bin entangled photon pairs by injecting a co-
herent pump pulse train into an optical parametric medium, and
sends each of the photon pair to Alice and Bob, respectively. The
mean photon number in the generated photon sequence is ad-
justed to be small as in DPS-QKD, which is made by the pump
power. Alice and Bob measure the received photon sequence
with delay interferometers followed by photon detectors. Here,
the detection events are correlated between Alice and Bob such
that when both of them detect photons at an identical time slot,
detector 1 (or 2) clicks both at Alice and Bob. From this correla-
tion, secret key bits are created. The security of the transmitted
photon sequence relies on the same mechanism as in DPS-QKD.

VI. SUMMARY

In this paper, DPS quantum key distribution was overviewed.
DPS-QKD has a unique structure different from traditional QKD
protocols, i.e., no basis selection procedure, featuring simplicity
and practicality. Extended schemes based on the idea of the DPS
protocol were also described. The traditional BB84 protocol
has been widely studied and developed both experimentally and
theoretically. The DPS protocol, on the other hand, has not been
well analyzed owing to its unique structure. Further studies are
expected.
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